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DETAILED ACTION 
Specification 

1 . The disclosure is objected to because of the following informalities: 
• On page 3, lines 24, "exits" should be -exists-. 



2. The numbering of claims is not in accordance with 37 CFR 1 .126 which 
requires the original numbering of the claims to be preserved throughout the 
prosecution. When claims are canceled, the remaining claims must not be 
renumbered. When new claims are presented, they must be numbered 
consecutively beginning with the number next following the highest numbered 
claims previously presented (whether entered or not). 

Misnumbered claims 62-71 shall be renumbered 61-70, 
respectively. Appropriate correction is required. 



Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

4. Claims 1-37 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Karma rkar (U.S. Patent No. 6,508,709) in view of MacKenzie etal. (U.S. 



Patent No. 6,757,825). 
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Regarding claim 1 , Karmarkar teaches a casino gaming system, 
comprising: 

• At least one gaming machine (fig. 1C, ref. num 46); 

• A gaming server including a plurality of keys (fig. 1B, ref. num 10); and 

• A network bus interconnecting said at least one gaming machine and said 
gaming server, said network bus used to transmit information between 
said at least one gaming machine and said gaming server (fig. 1 B, ref. 
num 44 and 48), 

• Said at least one gaming machine using said at least one of said plurality 
of keys to encrypt said information (fig. 14B, ref. num 646) and 

• Said at least one gaming machine transmitting said encrypted information 
over said network bus (fig. 14B, ref. num 648). 

Karmarkar does not teach said gaming server transmitting at least one of 
said plurality of keys over said network bus to said at least one gaming machine. 

MacKenzie et al. teaches said gaming server transmitting at least one of 
said plurality of keys over said network bus to said at least one gaming machine 
(col. 3, lines 8-11). 



It would have been obvious to one of ordinary skill in the art, at the time 
the invention was made, to combine said gaming server transmitting at least one 
of said plurality of keys over said network bus to said at least one gaming 
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machine, as taught by MacKenzie et al. . with the system of Karmarkar . It would 
have been obvious for such modifications because transmitting the server's 
public key will provide the recipients the proper encryption key to encrypt their 
data. The server can then use its private key to decrypt the data. 



Regarding claim 17 . Karmarkar teaches a casino gaming system, 
comprising: 

• A plurality of gaming machines (fig. 1C, ref. num 46); 

• A gaming server (fig. 1B, ref. num 10) comprising: each of said plurality of 
keys including a time stamp, said time stamp indicating a period of time for 
which each of said plurality of keys is used; a random number generator 
that generates said plurality of keys; and an encryption algorithm (col. 6, 
lines 59-65 and col. 12, lines 35-37), 

• A network bus interconnecting said plurality of gaming machines and said 
gaming server, said network bus used to transmit information between 
said plurality of gaming machines and said gaming server (fig. 1 B, ref. 
num 44 and 48), 

• Said gaming server transmitting said at least one of said plurality of keys 
over said network bus to at least one of said plurality of gaming machines 
where said key is decrypted (fig. 14A, ref. num 630 and 632), 

• Said at least one of said plurality of gaming machines using said at least 
one of said plurality of keys to encrypt said information (fig. 14B, ref. num 
646), 



trftk 



Application/ContrcTNumber: 09/698,507 Page 5 

Art Unit: 2136 

• Said at least one of said plurality of gaming machines transmitting said 
encrypted information over said network bus (fig. 14B, ref. num648). 



Karma rkar does not teach the gaming server comprising a plurality of 
keys, said gaming server using said encryption algorithm to encrypt at least one 
of said plurality of keys. 



MacKenzie et al. teaches the gaming server comprising a plurality of keys, 
said gaming server using said encryption algorithm to encrypt at least one of said 
plurality of keys (col. 3, lines 8-1 1 ). 

It would have been obvious to one of ordinary skill in the art, at the time 
the invention was made, to combine the gaming server comprising a plurality of 
keys, said gaming server using said encryption algorithm to encrypt at least one 
of said plurality of keys, as taught by MacKenzie et al. . with the system of 
Karmarkar . It would have been obvious for such modifications because 
transmitting the server's public key will provide the recipients the proper 
encryption key to encrypt their data. The server can then use its private key to 
decrypt the data. 



Regarding claim 25 . Karmarkar teaches a method for communicating 
information using a casino gaming system having at least one gaming machine 
and a gaming server, said method comprising the steps of: 
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• Establishing a first communication link between said at least one gaming 
machine and said gaming sever (fig. 1 B, ref. num 44); 

• Encrypting information sent from said at least one gaming machine using 
said at least one of said plurality keys (fig. 1 4B, ref. num 646); 

• Second transmitting said encrypted information over said first 
communication link from said at least one gaming machine (fig. 14B, ref. 
num 648); and 

• Decrypting said received encrypted information (fig. 14A, ref. num 650). 

Karmarkar does not teach first transmitting at least one of a plurality of 
keys stored at said gaming server over said first communication link from said 
gaming server to said at least one gaming machine. 



MacKenzie etal. teaches first transmitting at least one of a plurality of 
keys stored at said gaming server over said first communication link from said 
gaming server to said at least one gaming machine (col. 3, lines 8-1 1 ). 



It would have been obvious to one of ordinary skill in the art, at the time 
the invention was made, to combine first transmitting at least one of a plurality of 
keys stored at said gaming server over said first communication link from said 
gaming server to said at least one gaming machine, as taught by MacKenzie et 
aL, with the method of Karmarkar . It would have been obvious for such 
modifications because transmitting the server's public key will provide the 
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recipients the proper encryption key to encrypt their data. The server can then 
use its private key to decrypt the data. 

Regarding claims 2. 18. and 26 . the combination of Karmarkar in view of 
MacKenzie et al. teaches wherein said plurality of keys are symmetric keys (see 
col. 6, lines 59-65 of Karmarkar). 

Regarding claims 3. 19. and 27 . the combination of Karmarkar in view of 
MacKenzie et al. teaches wherein said symmetric keys are session keys (see 
col. 5, lines 39-42 of MacKenzie et al.). 



Regarding claim 4 . the combination of Karmarkar in view of MacKenzie et 
al. teaches wherein said symmetric keys comprise Data Encryption Standard 
(DES) algorithms (see col. 6, lines 59-65 of Karmarkar). 

Regarding claim 5 . the combination of Karmarkar in view of MacKenzie et 
aL teaches wherein said symmetric keys comprise triple Data Encryption 
Standard (triple-DES) algorithms (see col. 12, line 28 of Karmarkar). 

Regarding claims 6. 20. and 28 . the combination of Karmarkar in view of 
MacKenzie et al. teaches wherein said plurality of keys comprise asymmetric key 
pairs (see col. 6, lines 59-65 of Karmarkar). 
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Regarding claims 7, 21, and 29 . the combination of Karmarkar in view of 
MacKenzie et al. teaches wherein said asymmetric keys are session keys (see 
col. 5, lines 39-42 of MacKenzie et al.). 

Regarding claim 8 , the combination of Karmarkar in view of MacKenzie et 
al. teaches wherein said asymmetric key pairs comprise Rivest, Shamir, and 
Adleman (RSA) algorithms (see col. 6, lines 59-65 of Karmarkar). 

Regarding claims 9 and 30 , the combination of Karmarkar in view of 
MacKenzie et al. teaches wherein said gaming server is interconnected to an 
outside network (see fig. 1C, ref. num 52 of Karmarkar). 



Regarding claims 10 and 31 , the combination of Karmarkar in view of 
MacKenzie et al. teaches wherein said outside network is the Internet (see fig. 
1C, ref. num 52 of Karmarkar). 

Regarding claim 11 , the combination of Karmarkar in view of MacKenzie 
et al. teaches wherein each of said plurality of keys includes a time stamp, said 
time stamp indicating a period of time for which each of said plurality of keys is 
used (see col. 12, lines 35-37 of Karmarkar). 



Regarding claims 12 and 32 , the combination of Karmarkar in view of 
MacKenzie et al. teaches wherein said gaming server further comprises a 
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random number generator that generates said plurality of keys (see col. 8, line 64 
through col. 9, line 4 of Karmarkar). 

Regarding claim 13 , the combination of Karmarkar in view of MacKenzie 
et al. teaches said gaming server further comprising: 

• An encryption algorithm, said gaming server using said encryption 
algorithm to encrypt said at least one of said plurality of keys (see col. 6, 
lines 59-65 of Karmarkar), 

• Said gaming server transmitting said encrypted at least one of said 
plurality of keys over said network bus to said at least one gaming 
machine (see col. 3, lines 8-11 of MacKenzie et al.). 

Regarding claims 14 and 22 , the combination of Karmarkar in view of 
MacKenzie et al. teaches wherein said encrypted information is transmitted over 
said network bus to another of said at least one gaming machines (see col. 23, 
lines 10-12 of Karmarkar). 

Regarding claims 15 and 23 , the combination of Karmarkar in view of 
MacKenzie et al. teaches wherein said encrypted information is transmitted over 
said network bus to said gaming server (see fig. 14B, ref. nurn 646-650 of 
Karmarkar). 



Application/ContfOTNumber: 09/698,507 ^ Page 

Art Unit: 2136 

Regarding claims 16 and 24 , the combination of Karma rkar in view of 
MacKenzie et al. teaches further comprising: 

• An outside network connected to said gaming server (see fig. 1C, ref. num 
52 of Karmarkar); and 

• A remote computer connected to said outside network wherein said 
encrypted information is transmitted over said network bus and said 
outside network to said remote computer (see fig. 1C, ref. num 54 of 
Karmarkar). 

Regarding claim 33 , the combination of Karmarkar in view of MacKenzie 
et al. teaches further comprising the steps of encrypting each of said plurality of 
keys transmitted from said gaming server to said at least one gaming machine 
(see col. 3, lines 8-1 1 of MacKenzie et al.). 

Regarding claim 34 , the combination of Karmarkar in view of MacKenzie 
et al. teaches wherein said step of second transmitting further comprises 
transmitting said encrypted information over said first communication link to 
another of said at least one gaming machine, and wherein said step of decrypting 
further comprises decrypting said received encrypted information at said another 
of said at least one gaming machine (see col. 23, lines 10-12 and fig. 14B, ref. 
num 632 of Karmarkar). 
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Regarding claim 35 . the combination of Karma rkar in view of MacKenzie 
et al. teaches wherein said step of transmitting further comprises second 
transmitting said encrypted information over said first communication link to said 
gaming server, and wherein said step of decrypting further comprises decrypting 
said received encrypted information at said gaming server (see fig. 14A, ref. num 
650 of Karmarkar). 

Regarding claim 36 . the combination of Karmarkar in view of MacKenzie 
et al. teaches further comprising the step of establishing a second 
communication link between said gaming server and a remote computer (see fig. 
1C, ref. num 52 and 54 of Karmarkar). 



Regarding claim 37 . the combination of Karmarkar in view of MacKenzie 
etal. teaches wherein said step of transmitting further comprises transmitting 
said encrypted information over said first communication link and said second 
communication link to said remote computer, and wherein said step of decrypting 
further comprises decrypting said received encrypted information at said remote 
computer (see fig. 14A, ref. num 630 and fig. 14B, ref. num 632 of Karmarkar). 



Claims 38-48 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Karmarkar (USPN 709) in view of Van Oorschot (U.S. Patent No. 
6,370,249). 



Application/ControrNumber: 09/698,507 Page 
Art Unit: 2136 

Regarding claim 38 . Karmarkar teaches a casino gaming system for 
communicating information using asymmetric key pairs that includes a private 
key and a public key, said casino gaming system comprising: 

• A plurality of gaming machines (fig. 1 C, ref. num 46); 

• A network bus interconnecting said plurality of gaming machines and said 
certificate authority server (fig. 1 B, ref. num 44 and 48), 

• Said at least one of said plurality of gaming machines using said at least 
one of said plurality of said public keys to encrypt information (fig. 14B, ref. 
num 646), 

• Said at least one of said plurality of gaming machines transmitting said 
encrypted information over said network bus (fig. 14B, ref. num 648). 

Karmarkar does not teach a certificate authority server including a 
memory storing at least a plurality of said public keys of said asymmetric key 
pairs, said certificate authority server transmitting at least one of said plurality of 
public keys over said network bus to at least one of said plurality of gaming 
machines wherein said certificate authority server signs said at least one of said 
plurality of public keys transmitted over said network bus. 



v Van Oorschot teaches a certificate authority server including a memory 
storing at least a plurality of said public keys of said asymmetric key pairs (fig. 1 , 
ref. num 72), said certificate authority server transmitting at least one of said 
plurality of public keys over said network bus to at least one of said plurality of 
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gaming machines wherein said certificate authority server signs said at least one 
of said plurality of public keys transmitted over said network bus (col. 3, lines 13- 
33). 



It would have been obvious to one of ordinary skill in the art, at the time 
the invention was made, to combine a certificate authority server including a 
memory storing at least a plurality of said public keys of said asymmetric key 
pairs, said certificate authority server transmitting at least one of said plurality of 
public keys over said network bus to at least one of said plurality of gaming 
machines wherein said certificate authority server signs said at least one of said 
plurality of public keys transmitted over said network bus, as taught by Van 
Oorschot , with the system of Karmarkar . It would have been obvious for such 
modifications because a certificate authority enables to gaming machine to 'trust' 
the public keys being received. In a non-certificate authority environment, the 
gaming machine (client) has to perform additional authentication with the server 
in order to obtain the same trust level as with the certificate authority. This saves 
time, which is especially important in a real-time application. 



Regarding claim 39 . the combination of Karmarkar in view of Van 
Oorschot teaches wherein each of said plurality of gaming machines validates 
said at least one of said signed plurality of public keys received from said 
network bus (see col. 1 , lines 43-50 of Van Oorschot). 
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Regarding claim 40 , the combination of Karma rkar in view of Van 
Oorschot teaches wherein said certificate authority server is connected to an 
outside network (see fig. 1C, ref. num 52 of Karmarkar). 

Regarding claim 41 , the combination of Karmarkar in view of Van 
Oorschot teaches wherein said outside network is the Internet (see fig. 1C, ref. 
num 52 of Karmarkar). 

Regarding claim 42 , the combination of Karmarkar in view of Van 
Oorschot teaches wherein said encrypted information is transmitted over said 
network bus to another of said at least one gaming machines (see col. 23, lines 
10-12 of Karmarkar). 

Regarding claim 43 , the combination of Karmarkar in view of Van 
Oorschot teaches wherein said encrypted information is transmitted over said 
network bus to said gaming server (see fig. 14B, ref. num 646-650 of Karmarkar). 

Regarding claim 44 , the combination of Karmarkar in view of Van 
Oorschot teaches further comprising: 

• An outside network connected to said gaming server (see fig. 1C, ref. num 
52 of Karmarkar); and 

• A remote computer connected to said outside network wherein said 
encrypted information is transmitted over said network bus and said 
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outside network to said remote computer (see fig. 1C, ref. num 54 of 
Karmarkar). 



Regarding claim 45 , the combination of Karmarkar in view of Van 
Oorschot teaches wherein said network bus is connected to at least one gaming 
server, said certificate authority server transmitting at least one of said plurality of 
said public keys to said at least one gaming server, said gaming server encrypts 
information using said at least one of said plurality of said public keys, said 
gaming server transmits said encrypted information over said network bus (see 
fig. 6, ref. num 1 82 of Van Oorschot). 

Regarding claim 46 . the combination of Karmarkar in view of Van 
Oorschot teaches wherein said gaming server further comprises a random 
number generator that generates said plurality of keys (see col. 8, line 64 through 
col. 9, line 4 of Karmarkar). 

Regarding claim 47 . the combination of Karmarkar in view of Van 
Oorschot teaches wherein each of said plurality of keys includes a time stamp, 
said time stamp indicating a period of time for which each of said plurality of keys 
is used (see col. 12, lines 35-37 of Karmarkar). 



Regarding claim 48 . the combination of Karmarkar in view of Van 
Oorschot teaches wherein said network bus is connected to a plurality of other 
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certificate authority servers (see fig. 2 of Van Oorschot), said certificate authority 
server transmitting at least one of said plurality of said public keys to said 
plurality of other certificate authority servers wherein said plurality of other 
certificate authority servers encrypts information using said at least one of said 
plurality of said public keys and transmits said encrypted information over said 
network bus (see fig. 2, ref. num 34, 46, and 58 of Van Oorschot). 



Claims 49-60 and 62-71 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Karma rkar (USPN 709) in view of Matsumoto et al. (U.S. 
Patent No. 6,71 1 ,264). 



Regarding claims 49 and 55-57 . Karmarkar teaches a casino gaming 
system connected to at least one outside computer via an outside network, said 
casino gaming system comprising: 

• A gaming server (fig. 1 B, ref. num 10); 

• A plurality of gaming machines located in a casino (fig. 1 C, ref. num 46); 

• A plurality of access switches, each one of said plurality of access 
switches individually connected to a different one of said plurality of 
gaming machines (col. 7, lines 20-42); 

• A network bus connected to said gaming server and each of said plurality 
of access switches (fig. 1 B, ref. num 44, 48); 

• Said outside network connected to said gaming server (fig. 1C, ref. num 
52), 
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• One of said plurality of access switches connecting one of said plurality of 
gaming machines and said outside computer over said outside network, 
so as to enable a remote player of said outside computer to play said one 
of said plurality of gaming machines (fig. 1C, ref. num 52, 54). 

Karmarkar does not teach connecting the gaming machine to the access 
switch when said one of said plurality of gaming machines is idle. 



Matsumoto et al. teaches connecting the gaming machine to the access 
switch when said one of said plurality of gaming machines is idle (col. 14, lines 
17-32). 

It would have been obvious to one of ordinary skill in the art, at the time 
the invention was made, to combine connecting the gaming machine to the 
access switch when said one of said plurality of gaming machines is idle, as 
taught by Matsumoto et aL with the system of Karmarkar . It would have been 
obvious for such modifications because selecting an idle machine prevents errors 
from occurring on a machine that is being simultaneously used by two different 
people. 



Regarding claims 58, 69, and 71 , Karmarkar teaches a method for 
communicating with a plurality of gaming machines in a casino, said plurality of 
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gaming machines connected to a gaming server, said method comprising the 
steps of: 

• Receiving a request from an outside network for an identified one of said 
plurality of gaming machines, said request initiated by a remote player (fig. 
14B, ref. num 604); and 

• Providing a secured communication link between said outside network 
and said identified one of said plurality of gaming machines, so as to 
enable the remote player to play a casino game at said identified one of 
said plurality of gaming machines (fig. 1B, ref. num 48 and 50 and fig. 1C, 
ref. num 52 and 54). 

Karmarkar does not teach waiting for an idle gaming machine, or 
delivering to said outside network a gaming machine unavailable message when 
said identified one of said plurality of gaming machines is in use. 



Matsumoto et al. teaches waiting for an idle gaming machine and 
delivering to said outside network a gaming machine unavailable message when 
said identified one of said plurality of gaming machines is in use (col. 14, lines 
17-32). 

It would have been obvious to one of ordinary skill in the art, at the time 
the invention was made, to combine waiting for an idle gaming machine and 
delivering to said outside network a gaming machine unavailable message when 
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said identified one of said plurality of gaming machines is in use, as taught by 
Matsumoto et aL with the system of Karmarkar . It would have been obvious for 
such modifications because waiting for a machine to be idle prevents errors from 
occurring on a machine that is being simultaneously used by two different 
people. 



Regarding claims 50 and 68 , the combination of Karmarkar in view of 
Matsumoto et al. teaches wherein said outside network is the Internet (see fig. 
1C, ref. num 52 of Karmarkar). 

Regarding claim 51 , the combination of Karmarkar in view of Matsumoto 
et al. teaches further comprising a certificate authority server connected to said 
network bus, said certificate authority server including a plurality of public keys of 
a plurality of asymmetric key pairs (see col. 21, lines 36-48 of Matsumoto et aL). 



Regarding claim 52 , the combination of Karmarkar in view of Matsumoto 
et al. teaches wherein said outside computer acquires one of said plurality of 
public keys from said certificate authority server via said outside network and 
said network bus, said outside computer using said one of said plurality of public 
keys to encrypt information transmitted to said one of said plurality of gaming 
machines over said outside network and said network bus (see col. 21 , lines 36- 
54 of Matsumoto et al.). 
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Regarding claim 53 , the combination of Karmarkar in view of Matsumoto 
et al. teaches wherein information communicated between said outside computer 
and said one of said plurality of gaming machines over said outside network and 
said network bus is encrypted using asymmetric key pairs (see col. 6, lines 59-65 
of Karmarkar). 



Regarding claim 54 , the combination of Karmarkar in view of Matsumoto 
et al. teaches wherein information communicated between said outside computer 
and said one of said plurality of gaming machines over said outside network and 
said network bus is encrypted using symmetric keys (see col. 6, lines 59-65 of 
Karmarkar). 



Regarding claim 59 , thecombination of Karmarkar in view of Matsumoto 
et al. teaches wherein said step of receiving a request further comprising the 
steps of entering player identification information; and providing said entered 
player identification information to a database (see fig. 14A, ref. num 608 and 
610 of Karmarkar). 

Regarding claim 60 , the combination of Karmarkar in view of Matsumoto 
et al. teaches wherein said step of providing said entered player identification 
information further comprises the steps of: 

• Comparing said entered player identification information to said database 

(see fig. 14A, ref. num 605 of Karmarkar); and 
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• Providing said secured communication link between said outside network 
and said identified one of said plurality of gaming machines if said entered 
identification information matches an entry in said database (see fig. 14A, 
ref. num 614 and below of Karmarkar). 

Regarding claim 62 . the combination of Karmarkar in view of Matsumoto 
et al. teaches wherein said entered player identification information is credit card 
information (see col. 24, line 26 of Karmarkar). 

Regarding claim 63 . the combination of Karmarkar in view of Matsumoto 
et al. teaches further comprising the steps of documenting information about the 
remote player (see col. 24, lines 15-67 of Karmarkar). 



Regarding claim 64 . the combination of Karmarkar in view of Matsumoto 
et al. teaches wherein said documented information comprises information about 
the remote player (see col. 24, lines 19-27 of Karmarkar). 



Regarding claim 65 . the combination of Karmarkar in view of Matsumoto 
et al. teaches wherein said documented information comprises a time for which 
the remote player plays said one of said plurality of gaming machines (see col. 
12, lines 35-37 of Karmarkar). 
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Regarding claim 66 . the combination of Karmarkar in view of Matsumoto 
et al. teaches wherein said documented information comprises a location from 
which the remote player is playing (see col. 23, lines 13-15 of Karmarkar). 

Regarding claim 67 . the combination of Karmarkar in view of Matsumoto 
et al. teaches wherein said documented information comprises an amount the 
remote player has wagered (see col. 21 , lines 1-5 of Karmarkar). 



Regarding claim 70 . the combination of Karmarkar in view of Matsumoto 
et al. teaches wherein said plurality of gaming machines are located in a casino 
(see col. 5, line 66 through col. 6, line 1 of Karmarkar). 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Brandon Hoffman whose telephone number is 
571-272-3863. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax 
phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 



free). 
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